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Geneva Cybersecurity Law & Policy Conference

Cybersecurity: how to allocate liability?

June 20, 2019*

Welcome address

Prof. Bénédict Foéx, Dean of the Faculty of Law, University of Geneva
Dr. Yaniv Benhamou, University of Geneva

Morning session

Chair: Prof. Giovanna Di Marzo Serugendo, University of Geneva

Swiss Cybersecurity Strategy
Dr. Manuel Suter, Coordinator of the Swiss National Cyber Risk Strategy, Reporting
and Analysis Centre for Information Assurance MELANI

Cybersecurity in the Era of Big Data, Machine Learning and Artificial Intelligence
Prof. Diego Kuonen, University of Geneva

Discussion followed by coffee break

Liability for Artificial Intelligence-based cyberattacks
Dr. Omri Rachum-Twaig, Research Fellow, The Federmann Cyber Security
Center, Hebrew University of Jerusalem

Cybersecurity toolkit for GDPR compliance
Maria Bicsi, Project Manager, PSYND IT Security Services

Discussion followed by lunch break

! The conference is part of the Geneva Internet Law summer school (www.internetlaw-geneva.ch)



https://www.unige.ch/droit/collaborateur/professeurs/foex-benedict/
https://www.unige.ch/droit/collaborateur/cema/benhamou-yaniv/
http://cui.unige.ch/~dimarzo/
https://ch.linkedin.com/in/manuel-suter-83a20523
https://www.unige.ch/gsem/en/research/faculty/all/diego-kuonen/
https://csrcl.huji.ac.il/people/omri-rachum-twaig
https://www.linkedin.com/in/maria-bicsi/
http://www.internetlaw-geneva.ch/

Afternoon session

Chair: Dr. Yaniv Benhamou, University of Geneva

14.00 Liability for cybersecurity breaches and loT
Prof. Rolf H. Weber, University of Zurich

14.30 Technological and legal / ethical aspects of privacy and security in medical data
sharing: the Swiss experience
Sotiria Kechagia, Researcher, University of Geneva & C4DT and Dr. Juan Ramon
Troncoso-Pastoriza, Post-doctoral Researcher, EPFL

15.00 Discussion followed by coffee break

15.30 Should car manufacturers be liable for cyberattacks?
Gadi Perl, Research Fellow, The Federmann Cyber Security Center, Hebrew University
of Jerusalem

16.00 What is the “state of the art” in IT security?
Luigi Bruno, Senior Consultant in Cyber Risk, Deloitte

16.30 What insurance coverage for cyberattacks: lessons from the Mondelez vs Zurich
case
Justine Ferland, Research and teaching assistant, University of Geneva

17.00 Discussion & conclusions

* * *

Organized by the University of Geneva, as part of joint research project with the
Hebrew University of Jerusalem
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In collaboration with Forum Suisse pour le Droit de la Communication (SF-FS) and the
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https://www.unige.ch/droit/collaborateur/cema/benhamou-yaniv/
https://www.ius.uzh.ch/de/staff/professorships/alphabetical/weberr/person.html
https://www.linkedin.com/in/ria-kechagia-7a098029/
https://www.linkedin.com/in/juan-ram%C3%B3n-troncoso-pastoriza-4508323a/?originalSubdomain=ch
https://www.linkedin.com/in/juan-ram%C3%B3n-troncoso-pastoriza-4508323a/?originalSubdomain=ch
https://csrcl.huji.ac.il/people/gadi-perl
https://ch.linkedin.com/in/luigibruno1
https://ch.linkedin.com/in/justine-ferland-38069131

